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Kparknii BbIBOI

KomrmutekcHOe (pon-IeTeKTHpOBaHUE B TOJIOCOBOM KaHAJE CeiYac CTPOUTCS HE BOKPYT OAHOM MOJIENH, a

BOKPYT MHOTOCJIOIHOM apXUTEKTYPbI: TOl0cOBas OnomeTpus, anti-spoofing/deepfake detection, mpoBepka
liveness, ananu3 ycrpoiictBa/cetu/ ANI/SIP/RTP, noBenenuyeckas ananuTuka, KoHcopuuyMHsbie fraud-muctsl,
risk scoring u step-up MFA. Takoi#i noaxon sisHO npoasuratot Pindrop, NICE, Nuance/Microsoft, Phonexia,

ValidSoft, Daon u Omilia. (pindrop.com)

Open-source-cTeK 1MoKa NOKPHIBAET B OCHOBHOM HCCJIe0BaTeIbCKHe KOMIIOHEHTHI: speaker verification,
anti-spoofing, deepfake detection, embeddings, baseline-monenu ASVspoof/SASV. ITonHonennoro open-
source-mpoayKTa ypoBHS enterprise contact-center fraud platform ¢ roroBeiMu keficamu, KOHCOPITTYMHBIMH
cnuckamu, IVR-unTerpanueit u paccienosarenbckum workflow st He Hammén.

Bennopsl u ctaprans! 114 rosocosoro fraud detection

Kommanus /

Tun pemienuss  Yro 3akpeiBaer

NPOAYKT
Pindro Enterprise Fraud scoring 3BOHKOB,
p TPIISE 1R fraud, deepfake
Protect / Pulse vendor / scale- . .
/ Passport detection, voice
authentication
NICE . BroIigBneHne W3BECTHBIX
. Enterprise
Enlighten Al W HEU3BECTHBIX
contact-center
Fraud MOIIICHHUKOB, aHAJIN3
. vendor
Prevention MHJIJTHOHOB 3BOHKOB
Nuance Enterprise AyTeHTnuKanms
Gatekeeper / . . xiuenTa u fraud
. biometrics .
Microsoft prevention

Fraud prevention B call

Phonexia Voice Voice

Fraud biometrics center,
. deepfake/manipulation
Prevention vendor )
detection
ValidSoft VIP/ Voice identity Voice biometrics,
Voice Verity platform deepfake detection,

fraud defense

https://markdownvisualizer.vercel.app

KiaroueBpie TeXHOJ0THH

Voiceprint, device/audio
fingerprinting, metadata,
behavior analysis,
consortium intelligence,
risk score

Voice biometrics, Al-
ITOBEICHYECKast
aHaJIMTHKA, cross-call
correlation

Voice biometrics,
biometric authentication,
omnichannel identity

Voice biometrics, speaker
identification/verification,
deepfake detection,
REST/gRPC, on-prem

Passive voice biometrics,
liveness/deepfake

KomMmenTapuii

Pindrop Protect
3asIBJIEH KaK
multifactor fraud
detection 1t KOHTAKT-
IIEHTPOB C risk score ¢
IVR 1o obGmienus ¢
areutoM; Pulse
noOasnsier deepfake
detection.
(pindrop.com)

NICE no3urimonupyert
peieHue kak end-to-
end fraud prevention
JUTSI KOHTAKT-IICHTPOB
¢ voice biometrics u
Al-ananmmu3om
B3aHUMOJICHCTBUI BO
BpeMeHH. (nice.com)

Nuance Gatekeeper
OIKCHIBACTCS
Microsoft kak
biometric
authentication and
fraud prevention
technology nmmst
UHTETPALIUH C
Dynamics 365
Customer Service.
(microsoft.com)

Phonexia
MOYEPKHUBAET ON-
prem voice biometrics
u detection of
morphed, synthetic,
cloned voices.
(phonexia.com)

ValidSoft
nosunuonupyer VIP
Kak voice identity
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https://www.pindrop.com/product/pindrop-protect/?utm_source=openai
https://www.pindrop.com/product/pindrop-protect/?utm_source=openai
https://www.nice.com/resources/nice-enlighten-ai-fraud-prevention-demo-video?utm_source=openai
https://www.microsoft.com/en-us/dynamics-365/blog/it-professional/2023/03/21/improve-customer-loyalty-and-reduce-fraud-with-nuance-gatekeeper/?utm_source=openai
https://phonexia.com/solution/voice-fraud-prevention?utm_source=openai
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Kommanus /

Tun pemenust
NPOAYKT

Yro 3aKkpbIBaeT

Daon Contact Caller authentication,

KiaroueBpie TeXHOJ0THH

detection, real-time
scoring

Voice biometrics, liveness,
synthetic voice detection,

ANI spoofing risk

analysis, metadata/network

checks, voice anti-
spoofing

Voice ID, synthetic voice
detection, fraud prevention

Voiceprints, phoneme-

Center . .. ldentity vendor synthetic voice
Authentication detection, step-up MFA MFA
/ xDeTECH > PP
- Conversational Deepfake u fraud
Omilia .
Al / contact- detection B KOHTaKT-
TalkGuard .
center security IeHTpe
Voice Contact center voice
Auraya EVA biometrics ID, synthetic voice
vendor detection
Voxmind Startup / newer Deepfake-resistant

vendor voice biometrics

Startup / voice 3amura voice agents

Vocos Bouncer Al security ot TTS/voice cloning

Contact-center Secure contact center
vendor authentication

teleVoice
teleSecure

HUccaenosanns, naracerbl u HanpaBjaennss R&D

level analysis, deepfake
detection

TTS/voice-clone detection,

audio intelligence, real-
time screening

Voice biometrics, MFA,
call screening
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KomMmenTapuii

platform, a Voice
Verity — kak real-time
deepfake/audio
detection.
(validsoft.com)

Daon 3asBiser real-
time synthetic voice
detection u caller
authentication s
KOHTaKT-I[EHTPOB.
(daon.com)

Omilia s;BHO BBIIETISIET
MHOTOCJIOMHYIO
3amuty: ANI
spoofing, suspicious
numbers,
synthetic/recorded
voice. (omilia.com)

Auraya npoJiIBUTaeT
EVA for Contact
Centers ¢ voice ID u
synthetic voice
detection.
(aurayasystems.com)

3asBisgeT voice
biometrics + deepfake
detection s contact
center / voice Al.
(voxmind.ai)

OpueHTupoBaH Ha
voice agents u
JIETEKIUIO
COBPEMEHHBIX
TTS/clone arak.
(v0co0s.10)

ITogxonuT Kak ciioi
contact-center security,
HO MEHbIIIE
MyOIUYHBIX
TEXHUYECKHUX JIETAJICH.
(televoice.com)

Hanpasaenne / Metpuxu / .
Yro pemiaer TexHoJsioruu IIpakTu4yeckuii cMbICI
pabora OeHYMapKH
Terexmus spoofed ['maBHBIN akageMUYeCKHL
ASVspoof ! eechI'I TT§ Vvoice Countermeasure-  EER, min- OeHuMapk Ju1s anti-
challell)l es CI:) nver.sion r’e la monenu, LA/PA/DF- tDCF, challenge spoofing u speech
g deenfake - Tepiay; TPEKH protocols deepfake detection.
p (asvspoof.org)
SASV 2022 CosmectHas 3anaya Integrated ASV +  SASV-EER, bnnxe x peansHoMy fraud-
speaker verification CM pipeline SV-EER, SPF- crenapuro: HaJl0 MOHATH U

https://markdownvisualizer.vercel.app
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https://www.validsoft.com/?utm_source=openai
https://www.daon.com/solution/contact-center-authentication/?utm_source=openai
https://omilia.com/platform/contact-center-security/?utm_source=openai
https://aurayasystems.com/?utm_source=openai
https://www.voxmind.ai/product?utm_source=openai
https://www.vocos.io/?utm_source=openai
https://www.televoice.com/solutions/telesecure/?utm_source=openai
https://www.asvspoof.org/file/ASVspoof5___Evaluation_Plan_Phase2.pdf?utm_source=openai
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Hanpasiaenue /

padora

AASIST

RawNet2 anti-
spoofing

Speaker-aware
anti-spoofing

Voice spoofing
countermeasures
survey
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Yro peumraer

+ spoofing
awareness

YHuBepcanbHas
anti-spoofing
MOZ€eIb 0e3
TspKéoro ensemble

End-to-end
o0paboTka raw
waveform s
spoofing detection
Anti-spoofing ¢
yuérom enrollment-
3aIlMCH 11eJIEBOTO
MOJIb30BATENs

Takconomus aTak u
3alIuT

Metpukmu / .
TexHoJsiorun IMpakTu4yeckuit CMbICJI
OeHYMapKHu
EER «TOT JIA YEIOBEK», U

Spectro-temporal
graph attention
network

Raw waveform

EER, t-DCF na
ASVspoof

EER, t-DCF na

«OKUBOH JIN/HE
CUHTETUYECKUN JIU TOJIOC.
(arxiv.org)

OnuH U3 CUIIBHBIX Open-
source baseline-mmogxomnos
11t audio anti-spoofing.
(arxiv.org)

Xopommuii baseline st
low-level audio artifacts

CNN/ResNet-like ~ ASVspoof 2019 6

encoder LA €3 PY4HBIX MPH3HAKOB.
(arxiv.org)
[TepcniekTuBHO AJIst

Sr%?baelifgin s+ CM EER, min t- 0aHKOB/TEJIEKOMOB, TJIE

model g DCF yKe eCTh voiceprint
KJIMCHTA. (arxiv.org)

Hand-crafted [Tone3no kak kapra yrpos:

features, DL, end- EER, t_.DCE’ TTS, VC, replay,

i s generalization . . .
to-end, universal tests adversarial/anti-forensics.

CM

IlepeyeHb TEXHOJIOTHIA 1JI51 KOMIIJIEKCHOTO peleHus

Caoii

1. Identity /
voice biometrics

2. Watchlist /
fraudster
detection

3. Anti-spoofing Spoofed speech detection

4. Liveness
detection

5. Audio
forensics

6. Telephony
intelligence

7. Behavioral
analytics

8. NLP/
conversation
risk

9. Device
intelligence

TexHnosgorus

Speaker verification 1:1

Speaker identification 1:N

Passive / active liveness

Channel/device/acoustic
fingerprinting

ANI/SIP/RTP/network
analysis

IloBenenue B IVR u
pasroBope

ASR + intent/entity/risk
extraction

Device fingerprinting
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Yro usmepsier / JIOBUT

SIBnsgercsa mu
3BOHAIIUN 3asiBICHHBIM
KIIMEHTOM

CoBnagaer 1 ToJocC ¢
HN3BCCTHBIM
MOIIICHHUKOM

TTS, voice conversion,
replay, cloned voice

JKuBo# yenoBek WiIn
3aUCh/CUHTETHKA

ITonmena kaHana,
injection, virtual audio
device

Spoofed caller ID,
suspicious routing,
VoIP farms

Account
reconnaissance, social
engineering, unusual
intent

PucxoBannsbie
CLICHapUH1

ITonospurensHoE
ycTpoiicTBo/copTdhoH

(arxiv.org)

IIpumeps! curuaJio

Speaker embeddings, cosine/PLDA
score, ECAPA-TDNN, x-vector

[Mowuck mo 6a3e fraud voiceprints

LFCC/CQCC, raw waveform,
spectrogram, SSL embeddings,
AASIST/RawNet2

Micro-prosody, phase artifacts,

breath/noise patterns, challenge-
response

Codec hops, RTP timing, room
impulse, background consistency

ANI reputation, SIP headers, carrier
metadata, geolocation mismatch

DTMF patterns, retry rate, menu
traversal, agent manipulation
patterns

Change address, reset MFA, new
payee, urgent transfer

Softphone, emulator, virtual audio
driver, device reuse
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https://arxiv.org/abs/2203.14732?utm_source=openai
https://arxiv.org/abs/2110.01200?utm_source=openai
https://arxiv.org/abs/2011.01108?utm_source=openai
https://arxiv.org/abs/2303.01126?utm_source=openai
https://arxiv.org/abs/2210.00417?utm_source=openai
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Caoit TexHoJsiorust Yro usmepsier / JOBUT IIpuMepbI cUrHajI0B

10. Graph /
consortium
intelligence

CBs13u MEXKly 3BOHKaMH,
aKKayHTaMHU, yCTPOMCTBaMU

Shared phone/device/voice/account

Fraud rings graph

Allow, step-up MFA, transfer to

11. Decisioning Risk score + policy engine = HMrtoroBoe pemienue fraud team, block

12. Case Investigation workflow Paz6op uHIIMACHTOB Timeline, evidence pack, analyst
management & P HHIHA feedback loop

MeTann OICHKH Ka4YeCTBa

I'pynna meTpuk Metpuka Yro nokasbiBaeT Koraa ucnosn3oBarb

Z[OJ'I?I JIOKHBIX OOITYCKOB!: KpI/ITI/I‘-IHO JIIL 0aHKOBCKHUX

Buomerpus FAR /FMR
MOIIECHHUK IIPUHAT 3@ KJIMEHTa CLEHApPHEB

Jlosg 0TKa30B HACTOAIIMM Baxno st CX 1 Harpy3ku Ha

Buomerpus FRR /FNMR
KJIMEHTaM OIIEepaTopOB

Jlia cpaBHeHMs Mozieneil speaker

buomerpus EER Touxka, Tne FAR = FRR . )
verification
Anti-spoofing EER Ounbicu bona fide/spoof bazosas merpuka ASVspoof
Kiaccuukanuu

Jlyumie EER, ecnu Mmoznens
BCTPOEHA B TOJIOCOBYIO
OHOMETPHUIO

. . CronMocTs tandem-CHCTEMBI
Anti-spoofing min t-DCF ASV + spoofing CM

Fraud detection Precision Ckonbko flagged calls peansro  Baxno st Harpy3ku fraud-

fraud AHAJIMTUKOB
. Recall / Detection Ckopko fraud-3BoHKOB
Fraud detection o BaxHo 1151 CHUXEHUs MOTePhb
Rate IOMMaHO

FPR na 1 000 CKOJIBKO JIOKHBIX TPEBOT Ha [IpakTuunee, yem abCTpaKTHBIN

Fraud detection N ..
3BOHKOB OTIepAIlMOHHBIN 00bEM FPR

AUC-ROC / PR- Kagectso risk score npu pazubix PR-AUC nyurie npu peakom

Fraud detection AUC noporax fraud

UYepes ckonpko cexkyHa nmociae  Kputuuno mst IVR / real-time

Onepannonnbie Time-to-detect
Hauvaja 3BOHKA €CTh CUTHAJ CIICHapueB

Hyxna nns uaTerpamnuu B live

Onepanuonnbie Latency p95/p99 3anepxka inference call

Homns fraud, octaHoBIICHHAS 10

Onepaunonnsie Containment rate
areHTa/TpaH3aKkluu

Xoporias Ou3Hec-MeTpHKa

JKOHOMHUKA Fraud loss reduction CHuxeHne OpsIMbIX OTEPh I'maBHas meTpuka s OusHeca
Cost per reviewed  CroumocTb pacciieioBaHUS

IKOHOMHKA o Baxxno mis SOC/fraud team
case OJTHOTO Keca
CKOJIBKO KJIUEHTOB OTIPABIICHO
CX Step-up rate p bamanc 6e3omacuoctu u UX
Ha JIOI. POBEPKY
Average Handle BinsiHMe Ha IUTENBHOCTH
CX N BaxxHo 1151 KOHTaKT-1IeHTpa
Time impact 3BOHKA
[TepeHOCHMOCTE Ha HOBBIC O6s3arensHO Wi deepfake
Robustness Cross-dataset EER P . g P
aTaku/KaHajbl detection
. Recall mo TTS, VC, replay,
Robustness Attack-specific recall . . . piay [To3BonsieT BUETH ClIENbIE 30HbI
injection
Fairness EER/FAR/FRR no  CwmenieHus 1o s3bIKy, [10J1Y, Hy>xHO 1u1s1 peryisaTopHbIX 1
cerMeHTam BO3pACTy, aKICHTY, KaHaITy reputational risks

Open-source pemeHusi 1 KOMIIOHEHTBI
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Open-source
pelieHue

clovaai/aasist

eurecom-
asp/rawnet2-
antispoofing

SpeechBrain

speechbrain/spkrec-
ecapa-voxceleb

ASVspoof baselines
/ challenge repos

LocalAl speaker-
recognition backend

Tun

Anti-spoofing /
speech deepfake
detection

Anti-spoofing
baseline

Speech toolkit

Pretrained
speaker
verification

benumapku u

baseline-moaenn

JIokapHBIN

inference/service

layer

Markdown Visualizer - Free Online Markdown Editor & Converter

Yro paér

PyTorch-peanuzanus
AASIST nna
synthetic/manipulated
speech detection

End-to-end RawNet2
st ASVspoof 2019
LA

Speaker recognition,
embeddings, ECAPA-
TDNN, x-vectors,
recipes

T'oroBeie speaker
embeddings u
verification pipeline

[TpoToKkoIbl, JaTaceTsl,
METPHKH JIJIs
spoofing/deepfake
detection

Speaker verification /
identification uepes
SpeechBrain backend

Pexomennyemas nesesas apxurexkrypa aiast POC

Biaok

Speaker verification

https://markdownvisualizer.vercel

Open-source BapuaHT
SpeechBrain ECAPA-

TDNN

.app

Daon, NICE

TI'oroBHOCTS A151
enterprise fraud

Cpennss kak ML-
KOMIIOHEHT, HU3Kasi
KaK IPOAYKT

Cpennsisi Kak
HCcJae10BaTebCKUH
baseline

BrIcokas Kak
toolkit, ue fraud-

MPOAYKT

Xopomuii cTapT aJis
voiceprint POC

Bbicokasi HEHHOCTh
AJIA OHCHKH

IToae3no nis
npororuna API

Enterprise Bapuant
Nuance, Phonexia, ValidSoft,

Orpannyenns

Hy>xHbl ananramnus K
TenedoHnH,
MOHHUTOPHHT,
MLOps,

WHTETPaLus C
IVR/SIP, case
workflow.
(github.com)

ViI3BUMOCTE K
domain shift; Hago
TECTUPOBATh Ha
BallINX KOJEKaX,
uryme, RTP, call-
center audio.
(github.com)

Her rorororo fraud
decisioning; anti-
spoofing Hano
n00aBIIATH
OT/ICIIHHO.
(github.com)

OO0yueH Ha
VoxCeleb; nus
Tese(hOHHOTO
KaHaJia HyXHa
KanOpoBKa/
noo0ydeHue; He
noBut deepfake cam
1o ceoe.
(huggingface.co)

He saBastorcs
production-
CHCTEMOM;
JIUIEH3UH U TOCTYTI
K JIaHHBIM HaJI0
MIPOBEPSTH
OTIEIBHO.
(asvspoof.org)

He
CTeIMATM3UPOBaH
nox fraud, Het
telephony
intelligence u anti-
spoofing mo
YMOTYaHHIO.
(localai.io)

Yro npoBepsAThH
EER, FAR@target FRR,

latency
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https://github.com/clovaai/aasist?utm_source=openai
https://github.com/eurecom-asp/rawnet2-antispoofing?utm_source=openai
https://github.com/speechbrain/speechbrain?utm_source=openai
https://huggingface.co/speechbrain/spkrec-ecapa-voxceleb?utm_source=openai
https://www.asvspoof.org/file/ASVspoof5___Evaluation_Plan_Phase2.pdf?utm_source=openai
https://localai.io/features/voice-recognition/index.html?utm_source=openai
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Baok Open-source BapuaHT Enterprise Bapuant Yro npoBepsiTh

Pindrop Pulse, Phonexia

Deepfake Detection, ValidSoft EER, min t-DCF, recall no

Deepfake / spoof AASIST, RawNet2,

detection ASVspoof baselines Voice Verity, Daon xDeTECH TTS/VC/replay
Voice watchlist Speaker embeddings -+ Pindrop, NICE, Phonexia TPIR@FPIR,
vector DB uneatudukanys fraudsters
. Recall fraud
IVR bghav1or COGCTBeHHaH feature Pindrop Protect, NICE Enlighten reconnaissance, FPR na 1
analytics engineering + ML
000 3BOHKOB
Network/telephony ~ SIP/RTP/ANI feature ~ Omilia TalkGuard, Pindrop, Detection OfA.N I
. . . . spoofing, suspicious VoIP
risk extraction carrier intelligence
routes
. . Rules + calibrated ML . : Precision/Recall, PR-
Risk engine Vendor policy engine AUC, business loss
score .
reduction
Case management SIEM/SOAR/Jira + Vendor fraud console Analyst p‘roductlwty, tme-
custom dashboard to-resolution

IIpakTHYecKHii BLIBOJ

Ecnu Hy)xHa ObICTpasi NPOMBIILIEHHAS 3aIlIMTa KOHTAKT-IeHTpa, ctouT cMotpeTh Pindrop, NICE,
Nuance/Microsoft, Phonexia, ValidSoft, Daon u Omilia: oHM 3aKpBIBaIOT HE TOJIBKO MOJAEIH, HO U
unterpanuto B [IVR/agent flow, risk score, fraud workflow u real-time decisioning.

Ecnm myxHa co0cTBeHHas R&D-niardopma, 6a3oBsiii open-source Habop: SpeechBrain ECAPA-TDNN
nas speaker verification + AASIST/RawNet2 nis anti-spoofing + ASVspoof/SASV-nporoxoas aist
OlIeHKHM + coOcTBeHHbIH risk engine.

['maBHBINM prCK Open-source-moaxoa — He Ka4eCTBO MOJIEIIH Ha IMyOoaudHOM fatacete, a domain shift:
TenedOHHBIE KOACKH, IITyM, 53bIK, akiieHThl, SIP/RTP-unbekiuu, replay uepe3 paszHbie ycTpoiCTBa, HOBBIC
TTS/voice-cloning Mmonenu u peanbHble fraud-naTTepHbl KOHTAKT-IIEHTpa. [103TOMY METpUKH HAJl0 CUUTATD
He TOJIbKO Ha ASVspoof, HO 1 Ha BHYTPEeHHEM Ha0Ope 3BOHKOB C PEATUCTUYHBIMY aTaKaMHU.
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