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st komriekcHOTO (hpo-EeTEKTUPOBAaHUS B TOJIOCOBOM KaHalle 0OJHOTO voice-biometric niu deepfake-
detector HenocTaTouHo. [IpakTudecku 3penas apxXUTeKTypa JOKHA OOBEIUHATD: FOJIOCOBYIO OMOMETPHIO,
voice liveness / anti-spoofing, JeTeKIM0 CHHTETUYECKON peun, TeraekoM-curHanbl, STIR/'SHAKEN / SIP /
RTP-ananuTHky, penyTaiuo HoMepa, NoBeleHIeCKre Npru3HaKy 3B0HKa, ASR+NLP-ananu3 cuenapus
pa3roBopa U pUCK-OpKeCTpaluio B contact center.
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Yro 3aKkpbIBaeT

Fraud detection, voice
authentication,
device/channel
fingerprinting, deepfake
detection 11 KOHTAKT-
[IEHTPOB

Voice biometrics, real-time
deepfake detection, MFA,
contact-center fraud defense

Real-time authentication,
voice biometrics, fraudster
discovery o OoibImuM
apXuBaM 3BOHKOB

Passive voice biometrics,
authentication, fraud
screening

Voice biometrics, fraud
prevention, 3aIuTa ot
deepfake B koHTaKT-1IEHTpax

Speaker ID, voice
verification, deepfake
detection, REST/gRPC, on-
prem

Voice ID, fraud prevention,
deepfake detection, contact-
center integrations

KommenTapmuii

OnuH 13 Haubosee NpoPUIBHBIX
BEHI0pPOB UMEHHO i1 phone-channel
fraud; 3asBiser 3amuty ot deepfake u
MHOTO()aKTOPHYIO OLIEHKY 3BOHKA.
(pindrop.com)

XOpoIIo MOoaXOANUT Kak cioi identity
assurance u synthetic voice detection.
(validsoft.com)

CunpHas CTOpOHA — HHTETPALIUS C
KOHTAKT-IIEHTPOM M aHAJTUTHKON
B3aUMOJICUCTBHH. (nice.com)

[TomxomuT 111 KPYITHBIX KOHTAKT-
LIEHTPOB, TJE y)KE UCIOIB3YETCS 3aMUCh U
aHaJMTHKA 3BOHKOB Verint. (verint.com)

CwitbHBIH enterprise-BapuaHT st 0aHKOB,
healthcare u kpymHbIx service desks.
(nuance.com)

NHTtepecen s cueHapues ¢
TpeboBaHUEM on-prem / private
deployment. (phonexia.com)

[TonxonuT xak voice-auth cioii, Bkiroyast
unrerpanuu ¢ NICE.
(aurayasystems.com)

Passive voice liveness, replay bomnbie komnonentnsiii SDK/API, uem

/ spoof / clone detection

Audio / image / video
deepfake detection, contact-
center API

Multimodal deepfake

detection, audio/video/image,

API, call-flow integration

Spam/fraud call protection,
Al voice detection, branded
call protection

Inbound risk detection,
outbound call authentication,
spoof protection

nonHonenHas fraud-platform. (idrnd.ai)

CuIIbHBIN KaHIAMIAT KaK OTACIbHbBIN real-
time deepfake cioii moBepx KOHTAKT-
nentpa. (realitydefender.com)

IMomxonut mis real-time detection u
MYJIBTHMOIaIbHBIX fraud-crienapues.
(resemble.ai)

[Tonesen nist outbound/inbound
reputation, spoofing u scam-call
cieHapues. (developer.hiya.com)

Xoportil /1151 3aIUThl OpeH1a © HOMEPOB OT
spoofing, a HE TONBKO JJIs1 OMOMETPUH.
(developer.firstorion.com)



https://www.pindrop.com/solution/fraud-detection/?utm_source=openai
https://www.validsoft.com/?utm_source=openai
https://www.nice.com/partners/nice-solutions-for-amazon-connect/rta-for-amazon-connect?utm_source=openai
https://www.verint.com/resources/identity-authentication-and-fraud-detection/?utm_source=openai
https://www.nuance.com/asset/en_us/collateral/healthcare/white-paper/wp-defeating-ai-deepfakes-in-the-contact-center-en-us.pdf?srsltid=AfmBOoolBUgLqw84g6HwcfnRbWAOWFGFc9IgfzvleSkhCT42nhgqcuZE&utm_source=openai
https://phonexia.com/?utm_source=openai
https://aurayasystems.com/?utm_source=openai
https://www.idrnd.ai/contact-center-fraud-detector/?utm_source=openai
https://www.realitydefender.com/contact-centers?utm_source=openai
https://www.resemble.ai/products/detect?utm_source=openai
https://developer.hiya.com/?utm_source=openai
https://developer.firstorion.com/firstorion-public/docs/how-inform-works?utm_source=openai

15.05.2026, 12:14

Komnanus /

Markdown Visualizer - Free Online Markdown Editor & Converter

KommenTapmuii

CunbHbIi cioit carrier-grade call
analytics. (communications.tnsi.com)

[Tonesen ms enterprise outbound u
IMPOBCPKH NOAJIMHHOCTH 3BOHKA.

Kareropus Yro 3aKkpbIBaET
NPOAYKT
Telecom TNS Call STIR/SHAKEN, ‘robocall
: . analytics, reputation profiles,

analytics Guardian .
fraud/scam risk
STIR/SHAKEN, spoofed-

Telecom TransUnion call protection,

identity TruContact trusted/branded
communications

KurroueBblie TEXHOJIOTHHT
TexHoJsiorust Yrto nerekrupyer

Speaker verification /
voice biometrics

CooTBeTCTBHE rON0Ca 3asBICHHOMY
KIIUEHTY

Fraudster voice blacklist /

. IToBTOpSIOIIMECS TOIOCA MOIIIEHHUKOB
watchlist PAIOLL

Voice liveness /
presentation attack
detection

Replay, injection, voice conversion, TTS,
cloned voice

Cunretnueckas peus, voice clone, Al-

Audio deepfake detection .
agent voice

Acoustic / device / channel Tun yctpoticTa, VoIP, codec path,

fingerprinting channel mismatch, injection artifacts
SIP / RTP / signaling ITonmena mapupyTa, OI03pUTENbHBIE
analytics SIP headers, RTP timing anomalies

STIR/SHAKEN / caller ID Spoofed caller ID, HenmoaTBep >k 1eHHBII

authentication origin

Call reputation / graph MaccoBbie 003BOHBI, robocalls, scam
analytics clusters

ASR + NLP/LLM fraud- Vishing scripts, social engineering,

intent detection pressure tactics, scam vocabulary

HeoObruHas quHaMuka pa3roBopa, naysbl,

Behavioral analyti . . . .
chavioral analytics scripted behavior, agent manipulation

O0nenuHeHne voice, device, account,
CRM, transaction u telecom-curaanos

Risk orchestration
HccaenoBanusi 1 6eHUMapKHu

Hanpasiienue IIpumepsl uccaenoBanmii / 1aTaceToB

(transunion.com)

I'ne nucmoan3oBarhb
Aytentugukanus knuenta B [IVR u
y omneparopa
ITouck u3BecTHBIX fraudster-
TOJIOCOB B HOBBIX 3BOHKaX

Jlo npuHATHA pemeHus 1o
roJIOCOBOM OMOMeTpHUH

B peanbHOM BpeMeHU Ha BXOIAIIEM
3BOHKE

Kaxk He3aBUCHMBIN PUCK-CUTHAI OT
ouomMeTpuun

VoIP, CCaaS, oneparopckue cetu

Outbound trust u carrier-level spoof
protection

Omneparopckuii u enterprise
perimeter

MOHUTOPUHT COAECPKAHUS
pasrosopa

JononauTenbHbIi fraud-score Bo
BpeMs 3BOHKA

Hrorosoe pemenue: allow / step-up
/ hold / block / manual review

IIpakTH4Yeckas 1M0JIb3a

ASVspoof 2021 Bkirouaet logical access, physical

Spoofing / deepfake access u speech deepfake tracks; mpenocrasinser
speech detection
DCF. (asvspoof.org)

Hossr fak .
OBBIC dpep ake/ deepfakes u adversarial attacks; BBoguT oreHky stand-
adversarial . . .
alone detection u spoofing-robust speaker verification.
CLICHapHH

(eurecom.fr)
Neural anti-spoofing

Raw waveform
detection

https://markdownvisualizer.vercel.app

naraceTsl, baseline-cucremsl 1 MeTpuku EER / min t-

ASVspoof 5 dpoxycupyercst Ha crowdsourced speech,

AASIST — graph-attention moaxox s audio anti-
spoofing u speech deepfake detection. (github.com)

RawNet2 yuut npusHaku Hanpsmyro u3 waveform u
ucnomnb3yercs kak baseline B ASVspoof. (arxiv.org)

ba3oBrIit akageMuueckuit
benchmark st anti-spoofing

Jlydie oTpaxaer
COBPEMEHHBIE YIPO3bI, YEM
crapsle replay-only garacetsl

Xoporiiast open-source
baseline-moenp

[Tonesen 1ist cpaBHEHUS C
hand-crafted features
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https://communications.tnsi.com/call-guardian-stir-shaken?utm_source=openai
https://www.transunion.com/solution/trucontact?utm_source=openai
https://www.asvspoof.org/index2021.html?utm_source=openai
https://www.eurecom.fr/publication/7829?utm_source=openai
https://github.com/clovaai/aasist?utm_source=openai
https://arxiv.org/abs/2011.01108?utm_source=openai
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IIpuMepsbl ucciie0BaHUIl / JaTaceTOB

wav2vec 2.0 / WavLM-noaxoas! IT0Ka3eIBar0T CHIIbHBIE

pesynbrathl B spoof/deepfake detection. (arxiv.org)

Microsoft Research uccinenosan nerekmuro

spam/robocall mo akycTuyeckum mpu3HakaMm voicemail.

(microsoft.com)

HccnenoBanus 10 aHANN3y COACPIKaHUS 3BOHKA U
linguistic features nucrons3yror ASR/NLP mst
BeIsiBNieHUd fraud-crienapues. (link.springer.com)

TeleAntiFraud-28k npeanaraer audio-text naracer

st telecom fraud detection ¢ privacy-preserved
reHepanueit u adversarial crieHapusMu. (arxiv.org)

Uccnenosanms STIR/SHAKEN u caller-ID verification
mokassIBaroT, uTo caller ID spoofing ocTaeTcst BaXHBIM

fraud-enabler. (arxiv.org)

Open-source pemeHust

Pemenne

ASVspoof 2021
baseline
repository

ASVspoof 5
repository /
evaluation
package

AASIST

DeepFense
Framework

deepfake-audio-
wav2vec2

SpeechBrain

pyannote.audio

Resemblyzer

Tun

Baselines +
eval package

Benchmark +
baselines

PyTorch anti-
spoofing
model

Modular
audio
deepfake
framework

Hugging Face
model + code

Speech
toolkit

Speaker
diarization
toolkit

Speaker
embedding /
voice
similarity

https://markdownvisualizer.vercel.app

Y10 MOKHO HCIIOJIbL30BAThH

LFCC-GMM, CQCC-GMM, LFCC-
LCNN, RawNet2; pacuer EER 1 min t-
DCF

Cospemennsie meTpuki minDCEF,
actDCEF, Cllr, EER, a-DCF / t-DCF

Herexmus spoofed / synthetic speech

I'otoBrle frontends
WavLM/Wav2Vec2/EAT/MERT,
backends AASIST/Nes2Net/MLP/TCM,
EER/minDCF/F1 tracking

bricTperii crapt ayis wav2vec2-based
audio deepfake detection

Speaker verification, speaker recognition,

embeddings, ASR-KOMITOHEHTHI

“Who spoke when”, speaker
segmentation, diarization st call
analytics

bricTpoe cpaBHEHUE T'OJIOCOB U VOice
profiles

IIpakTHyeckas nojb3a

Xopomuas 0aza s
production-mMopeneii mocie
n000y4deHus

[Tonesno ans call-screening u
consumer protection

Hy»xHb1ii cnoit aiist
vishing/social engineering

ITepcnexruBHo mist LLM-
based fraud reasoning

Hy»xeHn Tenekom-cioi, a He
TOJILKO aHAJIH3 ayIdHo

OrpanuveHus

HccnenoBarenbcKkuii Koo,
TpeOyeTcs aganTaIus Mo
real-time u Tenedonwuro.
(asvspoof.org)

Boneme benchmark, uem
rotoBbIii production-cepBuc.
(asvspoof.org)

Xopormast MoenbHas 6a3a, HO
Hy’KHa BaJIMJALHUs Ha BaIINX
KaHasax, KOJACKaX M s3bIKax.
(github.com)

Hosgrit research-framework;
production hardening Hy>xHO
JIeJIaTh OTACIBHO.
(deepfense.github.io)

He 3amenser nosHONEHHYO
fraud-platform; mpoBepsTh Ha
CBOMX JITaHHBIX.
(huggingface.co)

He siBnsercs fraud-detector u3
KOpPOOKH, HO TTOAXOAUT JAJIsI
MOCTPOEHUS voice biometric
cios. (github.com)

HyxeHn kak
WH(paCTPYKTYPHBIH CIIOH, HE
KaK CaMOCTOATEIbHBIN anti-
fraud. (arxiv.org)

YerapeBIIi/mpocThix
CLIEHApUEB JOCTATO4YHO, HO
mutst high-risk auth myqnre
COBPEMEHHBIE MOJIEIIH.
(github.com)
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https://arxiv.org/abs/2202.12233?utm_source=openai
https://www.microsoft.com/en-us/research/publication/detection-of-robocall-and-spam-calls-using-acoustic-features-of-incoming-voicemails/?locale=ko-kr&utm_source=openai
https://link.springer.com/article/10.1186/s42400-018-0008-5?utm_source=openai
https://arxiv.org/abs/2503.24115?utm_source=openai
https://arxiv.org/abs/2306.06198?utm_source=openai
https://www.asvspoof.org/index2021.html?utm_source=openai
https://www.asvspoof.org/file/ASVspoof5___Evaluation_Plan_Phase2.pdf?utm_source=openai
https://github.com/clovaai/aasist?utm_source=openai
https://deepfense.github.io/?utm_source=openai
https://huggingface.co/Sara1708/deepfake-audio-wav2vec2?utm_source=openai
https://github.com/speechbrain/speechbrain?utm_source=openai
https://arxiv.org/abs/1911.01255?utm_source=openai
https://github.com/resemble-ai/Resemblyzer?utm_source=openai
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Pemenne Tun Y10 MOKHO UCIOJIB30BATH OrpanuyeHust
Xopour aist R&D voice
Speaker . . . . : :
. Speaker verification, embeddings, scoring biometrics, HO He 3aKpbIBacT
WeSpeaker embedding :
. backends liveness/deepfake cam no
toolkit .
cebe. (arxiv.org)
Tpedyer ML/MLOps-
NVIDIA NeMo  Open-source Speaker recognition, verification, komaH el 1 GPU-
Speech speech toolkit diarization, ASR-KOMIOHEHTHI UHPACTPYKTYPBHI.

MeTpHuKH OLICHKH Ka4yecTBa

Biaok

Binary detection: fraud / no
fraud, fake / bona fide

Anti-spoofing / deepfake
detection

Voice biometrics

ASYV + countermeasure tandem
Real-time contact center
Business fraud impact
OnepainuoHHbIe METPUKH
Robustness

Model risk

Fairness / compliance

IIpakTHyeckas peKoMeHAANHUA

Ecnm ctpouts penienne, onTuMaabHas cxeMa — HE BBIOMpaTh OAuH open-source detector, a coopars layered

pipeline:

Caoit
Voice identity

Liveness / anti-spoofing

Deepfake detection

Diarization /
segmentation

Telecom risk
Content fraud
Decisioning

(docs.nvidia.com)

MeTpuxku

ROC-AUC, PR-AUC, Precision, Recall, F1, Accuracy, Balanced
Accuracy

EER, minDCF, actDCF, Cllr, FPR@TPR, TPR@FPR, miss rate, false
alarm rate

FAR, FRR, EER, FNMR, FMR, DET curve, impostor acceptance rate,
genuine rejection rate

min t-DCF, a-DCF, t-EER; a1 MeTpuku BakHbI, KOT/1a anti-spoofing
pabotaet BMecte ¢ speaker verification. (asvspoof.org)

Latency to first risk score, latency to final decision, real-time factor,
MUHUMAaJIbHAS JUTHHA pedu 10 pernenus, throughput calls/sec

Fraud caught rate, fraud loss prevented, alert precision, manual review
rate, false-positive cost, customer friction, step-up rate

AHT impact, containment rate, [IVR completion rate, agent escalation
rate, abandonment rate

Performance by codec, channel, language, noise, SNR, device type,
VoIP/PSTN, unseen TTS/VC models

Calibration error, Brier score, drift metrics, PSI, degradation on out-of-
distribution calls

FAR/FRR 1o s13p1kaM, 10Ty, BO3pacTHBIM TPyIIaM, aKI[EHTaM; privacy
leakage; explainability coverage

PexomenayeMblii BApHAHT

SpeechBrain / WeSpeaker / commercial voice biometrics

AASIST / DeepFense / ASVspoof baselines + kommepueckuii detector s
production

DeepFense / wav2vec2-based models + vendor PoC
pyannote.audio wim NeMo

STIR/SHAKEN, SIP/RTP analytics, call reputation vendor
ASR + NLP/LLM classifier o fraud scripts
Risk engine ¢ moporamu, step-up auth u human review

I'maBHBIIM BRIBOA: 1J1s1 OaHKOB, UHTEXA, cTpaxoBaHus U high-risk contact centers s1 ObI He ToJIarajCs TOJIBKO
Ha open-source. Open-source panuonanex st R&D, nezaBucumoro benchmark u kacromuoro risk-score, Ho

https://markdownvisualizer.vercel.app
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https://arxiv.org/abs/2210.17016?utm_source=openai
https://docs.nvidia.com/nemo/speech/nightly/index.html?utm_source=openai
https://www.asvspoof.org/asvspoof2021/asvspoof2021_evaluation_plan.pdf?utm_source=openai
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production-3amuTy Jydine BauaupoBath yepe3 PoC ¢ peanbHbIMH 3BOHKAMH, KaHATAMH, KOJICKaMH,
s3bIKaMu U fraud-kecamu.
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