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KommnuiekcHblii Gpoa-1eTeKkT B roJiI0COBOM KaHaJle

Huxe — 0030p kareropuii pemieHuii, BEHI0pOB, CTApTaNOB, UCCIIE0BATEIbCKUX HAIPABIECHUHN, TEXHOIOT A,
METPHK M OpPen-source KOMIOHEHTOB JIJIsl TOCTPOCHHS KOMITJIEKCHOTO aHTU(POI-PEIICHUS B TOJIOCOBOM
kaHaje: Koy-eHTpsl, [VR, VolP, 6aHKkoBCKHE 3BOHKH, CTPaXOBAaHUE, TEJICKOM M KOHTAKT-IIEHTPHI.
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Yro npeasararT

Fraud detection u
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JUISL HACHTU(HUKALIH U
aHTH(poaa

TonocoBast OuomeTpus U
speaker verification

Voice biometrics,
speaker identification,
voice investigation

Voice biometrics u
liveness / anti-spoofing

Voice biometric
authentication u
transaction verification

Identity proofing u
onomeTpHuUecKas
ayTeHTU(DUKAIUS

IToBenenueckas
aHanuTuka u digital
identity risk

Identity verification u
fraud risk

3ammra oT scam/spam
calls u caller reputation

TexHos0rnu

Phoneprinting, voice
biometrics, call risk
scoring, spoof
detection

Voice biometrics,
passive authentication,
fraudster watchlists

Voice biometrics,
behavioral analytics,
speech analytics

Speaker verification,
passive enrollment,
fraudster detection

Speaker recognition,
phrase-independent
voice biometrics

Voice biometric
authentication, anti-
spoofing

Speaker identification,
speaker verification,
voice search

Passive voice
biometrics, voice anti-
spoofing, face/voice
liveness

Voice biometrics,
multi-factor
authentication,
transaction signing

Voice biometrics,
multimodal
biometrics, MFA

Behavioral biometrics,
device intelligence,
identity risk

Device reputation,
phone intelligence,
identity graph

Caller ID intelligence,
phone reputation,
spam detection

KommenTapwuii

OnuH u3 Hanboee
U3BECTHBIX UTPOKOB B
voice fraud detection

Nuance ObL1a
npuobperena Microsoft;
pelIeHns TPUMEHSIIOTCS
B enterprise-cerMeHTe

CunbHasg UHTETPALUS C
contact-center
iaTpopmMaMu

Enterprise-perienust ams
KOHTaKT-IIEHTPOB

[Ipennaraer pemenns
s call center u IVR

Hoctymusr API/SDK-
TIOJTXO/TBI

Hcnonb3yercs Takxe
JUISL pacciaeqoBaHuN U
forensic-cuieHapuen

Crenuanuzanus Ha
OMOMETPHUH U 3aIIUTE OT
spoofing

®dokyc Ha (PUHAHCOBOM
CeKTope

YacTo nmpumeHsieTcs Kak
qacTh identity
m1aTGopMbl
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Yro npeasararor

reputation, spoof

TexHnogorumn

CTapTansl call branding detection
STIR/SHAKEN
Bennops! u TNS Call Guardian Robocall, spgoﬁng u analytlgs, call
CTapTarbl scam protection reputation, network
intelligence
Bennoper 1 Neustar / Caller authentication u Caller identity,
. . . STIR/SHAKEN,
crapranel  TransUnion phone intelligence .
phone reputation
Securonix / Graph analytics
Bennopst u  Feedzai / Enterprise fraud p YHes,
. anomaly detection,
crapranel  Featurespace / analytics .
. supervised ML
DataVisor
HccaenoBaresibCcKie HAMPABJICHHS H 1aTACEThI
IIpumepsl
. Hcnoan3yemsle
HanpaBienue  wuccienoBanuii /  YUTo gerekTupyercsi
MOAXO0/AbI
WHHUIHATUB
Replay attacks, CQCC, LFCC,
Voice anti- synthetic speech spectrogram CNN,
ASVspoof Challenge "~ . S ECAPA-TDNN,
spoofing voice conversion,
deenfake voice wav2vec2, RawNet,
plaxev AASIST
[TpoBepka, uro x-vector, 1-vector,
Spetaker. VoxCeleb, N IST roBoput 3asiBiieHHblii  PLDA, ECAPA-TDNN,
verification SRE, Kaldi recipes .
YEJIOBEK neural embeddings
ASVspoof .
Synthetic 2019/2021/2023,  TTS, voice cloning, oo embeddings,
speech detection WaveFake, Fake-or- voice conversion CNN/Transformer,
P : RawNet2, AASIST
Real
Call spoofing / E(e:fﬁg;)g];aHHH o Spoofed caller ID, Graph/network
hocdl TSRy ool eam b call et
robocall analytics palg p g
) Uccnenosanus no MomieHHU4YeCKHE ASR + NLP, intent
Social ) ) ;
. . speech intent, scam crenapum, naBnenue classification, LLM-
engineering . . o .
. scripts, conversation Ha kineHTa, phishing based conversation risk
detection ; )
analytics 1o Tenedony scoring
Acoustic HccnenoBanusa no  Replay, komnpeccus, Spectral features,
anomaly IyMam, KaHaJlam, channel mismatch, codec/channel
detection replay artifacts call injection fingerprinting
Herunuuueie
Behavioral IToBenenueckas T1aTTCPHBL P, Prosody features, turn-

voice analytics OHOMETpHs B 3BOHKE

dunancoBell fraud
analytics

Cross-channel
fraud detection
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nay3bl, TEMII, CTPECC,
CIICHApHBIC
OTKJIOHCHU S

CBs13b 3BOHKOB C
aKKayHTaMH,
YCTpOMCTBaMHU,
TpaH3aKIUSIMH

taking, temporal models

Graph ML, entity
resolution, anomaly
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KomMmenTapuit

Call analytics, number CreHapuu TeJIE€KOM-
antudpozaa u spoofing
detection
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doxyc

Hcnons3yercs B
JKOCUCTEME
BepU(DUKAIIIH 3BOHKOB

He crienudpuuHbI TOJIBKO
JUIs Voice, HO MOTYT
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ba3oBEIN HCTOYHUK
JUUIS OLIEHKH 3aIlUThI
TOJI0COBOM
ouomeTpun

OcHoga passive
authentication u
fraudster matching

Kputnuno usz-3a
pocTa voice cloning
fraud

PabGotaer Ha
CETEBOM U
OTIepaToOpPCKOM
YpOBHE

Tlonesno misa
3aIUTHl KJINEHTOB
BO BpeMsI 3BOHKA

JlonmomnHseT
OHOMETPHUIO

YBenuuuBaer
YCTOWUYHBOCTH IPH
HEI0CTaTKe
ouomerpun

HawunbGonee

3} HEKTUBHO B
enterprise-
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IlepedyeHb TEXHOJIOTHIA 1JI51 KOMIIJIEKCHOTO peleHus

Cion TexHo0run Yro naer

SIP/RTP capture, call recording, IVR logs, ITomy4enue ayamno, MeTalaHHBIX 3BOHKA U
contact-center events COOBITUH oTIeparopa

Caller ID reputation, ANI validation,

Co6op aynno

Tenedonnas . Onenka pucka HoMepa, spoofin
¢ CNAM, HLR/MNP lookup, carrier - P pa, 5p &
pasBeqka . . disposable/VoIP Homepos
intelligence
[TpoBepka attestation, traceback, caller Bopnoa c caller ID spoofing B
STIR/SHAKEN poBepia & ’ : P pooting
authentication MOAACPIKUBACMBIX CETAX
T'onocosas Speaker verification, speaker [TaccuBHas ayTeHTHU(PUKALNS KIMEHTA U
ouomeTpus identification, watchlist matching BBISIBJICHHE N3BECTHBIX MOIICHHUKOB
Anti-spoofing / Replay detection, TTS detection, voice 3ammuTa OT 3aluCH, CHHTETUYECKOI'0 rojoca
liveness conversion detection, deepfake detection u KIOHHpOBaHUS
Acoustic Channel fingerprint, codec artifacts, BrIsBienne HeOOBIYHOIO KaHaa,
fingerprinting device/acoustic environment features AMYJISITOPOB, 3aIIUCEN U TOIMEH
Whisper, wav2vec2, Kaldi/Vosk, NVIDIA IIpeoOpa3oBanue peun B TekcT 11t NLP-
ASR
NeMo ASR AHAIIUTUKHU
NLP 1o Intent detection, scam script detection,
keyword/phrase risk, sentiment, coercion [lorck npu3HaKoOB COIMATBLHON HHKCHEPHH
TPaHCKPUIITaM
cues
JHuanorosas Turn-taking, interruptions, silence, JleTekTupoBaHNE HETUITMYHOTO TIOBECHUS
aHAJTUTHKA response latency, escalation patterns B pa3roBope
IToBeneHueckas Call frequency, failed auth attempts, [IVR  BrpisiBnenre anomanbHbIX
aHAJTUTHKA navigation, agent interaction patterns MOCJIEI0BATEILHOCTEHN EUCTBUM
I'padoBas Graph embeddings, community detection, CBsi3b HOMEPOB, aKKayHTOB, YCTPOMHCTB,
aHAJIUTHKA link analysis aZpeCcoOB U TPaH3aKIHU
. Supervised classification, anomal .
ML scoring pen 101, anomaty Hrorossiii fraud score 3BoHKa
detection, ensemble risk scoring
Real-time Rules engine, streaming features, low- Pemenus Bo BpeMsi 3BOHKa: step-up auth,
decisioning latency model serving OonokupoBka, mepeBox Ha fraud desk
Alert triage, analyst feedback, model OnepannonHas padora ¢ HHIIUIEHTaMH U
Case management - [T1age, y ’ patl pabo A
retraining loop yIAy4IIeHHE MOJETCH

MeTpuKH OLIEeHKH Ka4yecTBa

Oo0mnacrtb MeTtpuku Yro uzmepsaIoT
bunapssiii fraud Precision, Recall, F1-score, ROC-AUC, PR- KauecTtBo knaccudukaum
detection AUC MOIIIEHHUYECKUX 3BOHKOB
OmneparmoHHBIN Detection rate, false positive rate, false negative

) . . [TpakTHYECKyIO PUTOTHOCTh AJIEPTOB
anTudpon rate, alert volume, investigator hit rate
dDuHaHCOBEIH Prevented loss, confirmed fraud value, loss IKOHOMHUCCKYIO SHSKTHBHOCTS
spdexT capture rate, cost per alert, ROI Y
Buomerpus FAR, FRR, EER, TAR@FAR, DET curve Oumbici 10MyCKa MOICHHHKA 1
OTKa3a JETUTUMHOMY KJIHECHTY
Equal Error Rate, min-tDCF, spoof false YcroriunBocTs K replay, TTS, voice

Anti-spoofing acceptance rate, bona fide false rejection rate  conversion

Speaker Top-1 accuracy, Top-k accuracy, CMC curve, Ilonck roBopsimero uiu MOIICHHHUKA B
identification identification rate 0aze

KauecTBo n CKOPOCTb paCIiO3HABAHHA

ASR WER, CER, real-time factor, latency
peuun
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MeTpukn

Intent accuracy, macro-F1, recall mo scam-
Kjaccam, calibration error
p95/p99 latency, throughput, uptime, decision

Brier score, calibration curve, expected
calibration error

level, accent, device

Fairness /
compliance

Error rates by demographic/language group,
consent coverage, auditability

Yro usmepsoT

KauecTBO aHamm3a TpaHCKPHUIITOB

Link prediction AUC, community fraud density, KauecTBo moucka cBsi3aHHBIX
entity resolution precision/recall

MOIICHHHUYCCKHUX Cyu.[HOCTGfI

HpOI/ISBOI[I/ITeJ'IBHOCTB B 3BOHKC

CootserctBue fraud score peanbHOI

BCPOATHOCTH pHUCKaA

3BOHKAa

Performance by codec, language, channel, noise YcToH4rMBOCTS Ha pa3HBIX YCIOBHIX

CHuXeHue peryasiTOpHbIX U

OTHYCCKUX PUCKOB

Open-source pemieHns] U KOMIIOHEHTHI

IIpoekr Tun Ha3snauyenue JInuensus / craryc
. ASR / speaker PaCHOSHaBaHHe petH, Open-source, Apache
Kaldi o ., 1-vector/x-vector
recognition toolkit -\ 2.0
speaker recognition
Vosk Offline ASR JlerxkoBecHoe Open-source, Apache
pacno3HaBanue peun 2.0
Open-source
OpenAl ASR MHoros3p19HOoe weights/code, MIT
Whisper pacnio3HaBaHue peun Juis reference
implementation
. .. Speaker recognition, Open-source, Apache
SpeechBrain Speech ML toolkit ASR, enhancement 2.0
ASR, speaker
NVIDIA NeMo tsopoelici:? /NLP diarization, speaker 2Ogen—source, Apache
recognition )
Open-source, MIT,
annote.audio Speaker Pa3zngencaue JacTh MOAECIECH MOXKET
Py ' diarization TOBOPSIIIINX WMETh OT/ICJIbHBIC
yCIIOBUS
Speaker Voice similarity u
Resemblyzer embeddings embeddings Open-source
ESPnet End-to-end speech ASR, TTS, speech  Open-source, Apache
processing enhancement 2.0
wav2vec 2.0/ Self-supervised  Speech embeddings u Oben-source
fairseq speech models ASR p
Hugging Face  ML/NLP/Speech ASR, audio Open-source
Transformers  models classification, NLP  ecosystem
AASIST Anti-spoofing Detection of spoofed Research open-source
model speech implementations exist
RawNet2 / Speake.r. . Raw waveform neural Research open-source
recognition / anti- . . .
RawNet3 models implementations exist
spoofing
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Kak npumeHuTts B
voice fraud detection

Basossrii toolkit st
ASR u speaker
verification

Tpanckpumnius 3BOHKOB
on-premise WJIx near-
real-time

TpaHCcKpUILMA 3BOHKOB
st NLP-aaTudpona

BeIcTpBIii cTapT A
speaker verification u
embeddings

Enterprise-grade
MalIUIaHBI peYu U
JI0O0Oy4eHHE

Pa3genuTs KiIueHTA,
areHTa u TPEThUX JIUII

IIporoTunupoBanue
speaker similarity u
watchlist matching

Uccnenosarenbckas
ASR/TTS 0aza

Ouun s fraud, spoof n
ASR mopenen

Hcnonp3oBanne
pretrained Moneneit st
ayaIro U TeKCTa

JlerexkTHpOBaHKE
synthetic/replay arax

Monenu st speaker
verification u spoof
detection
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IIpoekTt Tun
ASVspoof Anti-spoofing
baselines baselines
LIUM Speaker
SpkDiarization diarization
SIDEKIT Speaker

recognition
Bob/ . ) )
bob.bio.spear Biometrics toolkit
OpenSMILE Acoust}c feature
extraction
; Audio feature
librosa .
extraction
torchaudio Audio ML

scikit-learn ML

PyOD Anomaly detection
NetworkX Graph analytics
PyTorch Graoh ML
Geometric p

Neodj

Community Graph database
Edition

Apache Katka Streaming

Apache Flink  Stream processing
Drools Rules engine
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Ha3znauenue

ba3oBbIie CHCTEMBI
st ASVspoof

I[I/Iapmam/m ayauo

i-vector/PLDA
speaker verification

Speaker recognition
experiments

Prosody, emotion,
paralinguistic features

MFCC, spectral
features

Aynuo-naurnanHbl B
PyTorch

Knaccuduxkarus,
anomaly detection

Habop anropurmon
IIOUCKa aHOMAaJIUU

I'padsr u cBsizn

GNN u graph
embeddings

XpaHEHHE U aHaIU3
CBsA3EH

ITorokoBas
00paboTKa COOBITHIA
Stateful streaming
analytics

[IpaBuna npuHATHSA
pelIeHuit

JInuensus / craryce

Open research code

Open-source, legacy

Open-source

Open-source

Open-source ajs
research, ycioBus
3aBHCHAT OT
WCTIOJIb30BaHHS

Open-source, ISC

Open-source, BSD-
style

Open-source, BSD

Open-source, BSD

Open-source, BSD

Open-source, MIT

Source-available /
community

Open-source, Apache
2.0

Open-source, Apache
2.0

Open-source, Apache
2.0

PedepencHas apxuTeKTypa KOMILIEKCHOTO voice-fraud pemenus

Biaok

Call ingestion

Audio preprocessing

Voice biometric
engine

Spoof / deepfake
detector
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Raw audio

Bxoanbl

RTP/SIP, recording, IVR events, CRM
events

KnuenTckas peus, stanonsl, watchlists

Kimenrckas peub

Kak npumeHuTs B
voice fraud detection

CraproBasi TOuKa Jyist
oreHku spoof detection

Mo:xeT ncnoab30BaTbes
B HCCIIEZ0BATEIbCKUX
IIPOTOTHUIIAX

Knaccuueckuii speaker
verification pipeline

HccnenoBarennckas
ouomeTpus

IloBenenueckue u
aKyCTHYECKHE MMPU3HAKU

N3Bnedyenue npu3HakoB
g ML-Mmonenei

[ToaroroBka ayauo,
inference, feature
extraction

bazossie fraud scoring
MOJIEIH

OO6nHapyxeHHe
HETUINYHBIX 3BOHKOB U
MaTTepHOB

AHanus cBs3en
HOMEPOB, aKKAyHTOB U
YCTPOMCTB

I'padossrit fraud
detection

Entity graph s
pacciieToBaHH

Real-time pipeline ns
3BOHKOB M CKOpHHIa
Omnnaiin-¢uun u real-
time fraud scoring

Komb6unamus ML score
1 OM3HEC-TIPaBHII

BrIxoanl

Aynuno, Mmerananssle, call session ID

Voice activity detection, normalization,

diarization

Score

Speaker match score, fraudster match

Spoof score, replay/TTS/VC risk
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Baok Bxoan1
ASR + NLP Aynuo ¥ TpaHCKPHUIT
Phone intelligence ANI, DNIS, carrier, history

. IVR nyTb, 4acToTa 3BOHKOB, HEYIAUHbIE
Behavioral features YTb, » HEYAL

MIPOBEPKH
Graph engine Homep, akkayHT, ycTpOWCTBO, ajapec,
TPaH3aKIHA
Decision engine Bce cxopuHru u npasuiia
Feedback loop Pesynbrarel pacciieqoBanuit

IIpakTHYecKknii BHIBOJ

BrIxoan:

Scam intent score, risky phrases, coercion
indicators

Number risk, spoof risk, call reputation

Behavioral anomaly score

Entity risk, linked fraud rings

Allow, step-up auth, transfer to fraud team,
block

Labels, model monitoring, retraining

J1J1s IpOMBIIIIEHHOTO KOMIUIEKCHOTO (PpOJ-IETeKTa B TOJIOCOBOM KaHaJIe JTydllle UCIIOIb30BaTh HE OHY
TEXHOJIOTHIO, a aHcamOib: phone intelligence + voice biometrics + anti-spoofing + ASR/NLP + behavioral

analytics + graph fraud detection.

Open-source ctek peanuctuyHo nmoctpouth Ha Whisper/Vosk/Kaldi nim NeMo s ASR,
SpeechBrain/pyannote/Kaldi mst speaker recognition u diarization, AASIST/ASVspoof baselines mmst spoof
detection, scikit-learn/PyOD/PyTorch Geometric mns fraud scoring, Kafka/Flink/Drools qst real-time

decisioning.

I'maBHBIC MeTpukH i Ou3Heca: fraud recall mpu ¢pukcupoBannom false positive rate, prevented loss,
investigator hit rate, latency npunsarus pemenus 1 FAR/EER s ronocosoii 6uomerpun.
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